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Abstract— The digital transformation in institutions of 

higher learning has been very rapid, hence becoming a good 

target for the changing cyber threats. This study presents a 

systematic review of cybersecurity research in higher 

education published between 2020 and 2025. It aims to 

identify dominant threat types, key challenges, and prevailing 

mitigation strategies. A total of 45 peer-reviewed studies 

were analyzed, and the findings indicate that phishing attacks 

remain the most prevalent threat, reported in 75% of the 

reviewed studies, followed by denial-of-service attacks 

(62.5%) and ransomware (60%). This review exposes an 

interesting paradox, namely, although artificial intelligence 

and machine learning models are more effective in detecting 

the threat, the application of the traditional method is still 

prevalent (62.5%), as opposed to 15 percent of the studies 

devoted to the use of AI-based solutions, because of financial 

limitations, knowledge gaps, and the problem of privacy. The 

findings also indicate that the main causes of weakness in the 

open academic institutions are the human factor and the poor 

internal governance. Therefore, to keep the academic 

environment safe and to deal with the evolving cyber threats, 

it is essential to activate a multi-faceted security approach that 

involves the use of operative technologies, active educational 

programs (that are anchored on simulation and evaluation), 

and strengthened institutional cooperation. 

Keywords— Cybersecurity in higher education, phishing, 

human factor in cybersecurity, cybersecurity awareness, mitigation 

strategies 

I. Introduction 

A. Digital Transformation and Cybersecurity in 

Higher Education 

The broad use of technology in the modern-day digital 

age has essentially changed the face of higher education 

and redefined the nature of teaching, management, and 

the interaction among students.  Higher education is 

characterized by openness, diversity of users, and 

reliance on external services. Online platforms, research 

databases, and communication tools have been used 

every day by students, faculty, and staff with massive 

amounts of personal, sensitive data, including 

institutional data. Although this digital transformation 

has provided the sector with unprecedented flexibility, it 

has also left the sector vulnerable to major and increasing 

cybersecurity [1]. As a result, the sphere of higher 

education has been a major target of ill-intentioned 

players, and cyberattacks have been a common 

occurrence with profound data leaks and operational 

destabilization across the world.  

B.   Predominant Cybersecurity Threats and the 

Human Factor 

The issue of cybersecurity is characterized by the 

alarming rate of the high occurrence of attacks and a high 

level of sophistication. Cybersecurity trends in the world 

affirm that the trend of cybercrime has increased 

dramatically, and the FBI registers over 880,418 

complaints with losses of over 12.5 billion in 2023 alone 

[2]. Interestingly, data breaches in 2020-2021 were 

largely conducted by phishing and other social 

engineering methods, business email compromise, and 

malware. As of 2022, ransomware attacks became more 

common than phishing, and the reason is that they tend 

to be more effective at causing massive data breaches and 

extortion [3]. This shifting threat landscape highlights a 

very important weakness: the human factor. The first line 

of defense depends on the capabilities of end users who 

are members of the educational institution; nevertheless, 

the ongoing problem is that many of them do not know 

how to detect deceptive material and understand that it is 

an attack [4]. 

C.   Impacts and Challenges for Higher Education 

Institutions 

Cyberattacks on the academic institutions can result in, 

besides the high financial losses, a continued disruption 

of the services and compromise of sensitive institutional 

data. Academic institutions are also complicated by the 

uptake of cloud services in terms of their security posture. 

It has been shown that 48 percent of institutions have 

employee data stored in the cloud, and 30 percent have 

student data stored in the cloud. Nevertheless, this 

change brings about shared responsibility models in 

which, as Gartner states, more than 95 percent of security 

faults in the cloud setting can be placed on customer 

misconfiguration or error. In 2020, 60 percent of learning 

institutions reported having become victims of phishing, 

and 33 percent of them had their accounts compromised. 

The specified example illustrates the extent to which 

these threats are targeted: in June-September 2020, 

spear-phishing scams were launched targeting the 

organizations representing about 1,000 schools, colleges, 
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and universities [5]. Phishing is among the most 

widespread and is constantly growing in nature, and one 

of the fundamental challenges is to ensure the 

confidentiality, integrity, and availability of the data in 

the distributed environments [6]. 

Therefore, it is necessary to promote effective 

cybersecurity awareness to enable the members of the 

academic circles to identify these tricks, make wise 

choices, and embrace more active security practices, thus 

eliminating the attack surface directly [7]. The provision 

of specific cybersecurity education and training to all 

stakeholders, students, faculty, and staff, is a pressing 

issue that the higher learning institutions should address. 

This is exacerbated by the fact that the sector has an open 

culture, can attract a wide range of users, and that 

breaches can have devastating financial and reputational 

effects when they are successful [8]. It is in this light that 

in an environment framed by widespread instances of 

data breaches and high-profile attacks, the necessity to 

establish resilient cybersecurity measures is an urgent 

mandate among educational institutions [9]. The volume 

of digital interaction intensifies this requirement, with a 

global count of over 7 billion mobile users and over 2 

billion internet users sending out nearly 294 billion 

emails and 5 billion mobile messages each day [10], [11], 

[12]. Such a large attack surface requires a multifaceted 

and holistic approach to defense.  

D.   Research Gap, Objectives, and Contributions 

The rapid pace of digital transformation and the 

emergence of new attack vectors necessitate an aware 

synthesis of new research findings and the development 

of an integrated view of the evolving threat landscape.  

To address this gap, this review study set a goal to 

generalize the existing studies on cybersecurity in the 

field of education. It discusses the specific issues of 

higher education establishments, identifies the common 

threat vectors, especially social engineering and cloud 

vulnerability, and reviews existing models and practices 

of cybersecurity awareness, education, and training. The 

study also offers a consistent perspective of the 

prevailing situation and offers significant research gaps 

to be addressed in the future that will enhance the 

educational sector against the constantly changing line of 

various cyber threats. 

Accordingly, the main research question guiding this 

study is, "What are the prevailing research trends and 

findings in cybersecurity within the higher education 

sector based on studies published between 2020 and 

2025?" 

Although several studies have examined cybersecurity in 

education, few provide a comprehensive and up-to-date 

synthesis focusing specifically on higher education 

institutions in the post-COVID digital transformation era. 

This study addresses this gap by systematically 

reviewing recent research (2020–2025) and identifying 

dominant threats, challenges, and mitigation strategies. 

II. Research Methodology and Review Design 

The research methodology used in this study is a 

comprehensive systematic literature review, which helps 

to summarize and evaluate the studies published in the 

sphere of educational cybersecurity during the period of 

2020-2025. In the main academic databases (IEEE 

Xplore, Scopus, Web of Science, ScienceDirect, and 

ACM Digital Library), a systematic search was 

implemented with the set of search words "cybersecurity 

in education" OR "educational cybersecurity" and 

"higher education" or "online learning" and "threats" or 

"attacks" or "vulnerabilities" or "solutions." The search 

was narrowed down to the educational context and 

needed empirical or theoretical analysis. Articles that 

were not peer-reviewed, those studies that were 

published earlier than 2020, and non-academic reports 

were eliminated. A total of 150 articles were initially 

identified. After removing duplicates and applying 

inclusion and exclusion criteria, 45 studies were selected 

for final analysis. 

III. Cybersecurity in Higher Education: Review of 

Existing Studies 

Past research has been a pillar in the context of the 

interpretation of present trends and future prospects in 

cybersecurity within the educational system. As modern 

technologies gain more and more popularity in the 

educational and administrative activities, and the pace of 

the process of digital transformation increases, 

educational institutions become the target of different 

cyberattacks. The goal of this section is to review and 

analyze the most notable publications and studies 

published since 2020, which is a review of the most 

significant research trends and challenges, as well as 

solutions to the cybersecurity issue in a classroom, which 

would help improve the state of affairs in educational 

settings, as demonstrated in Table 1. 

The paper offers that the education sector is yet another 

sector that has been a victim of the cyberattacks, citing 

intricate technical, human, and structural aspects. As it 

has been shown, the most prevalent types are phishing, 

malware, and ransomware [13], [14], [15], and attacks 

are becoming more advanced and use the open nature of 

universities, which is challenging to manage on a 

technical level [16]. 

Other works also indicate that the human factor is the 

most vulnerable aspect of the educational institutions 

because of a low level of security consciousness among 

the students and employees, ineffective password usage, 

and inadequate training [17], [18], [19], [20]. The 

absence of definite governance and control policies, it 
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has been confirmed by other studies, is one of the most 

significant vulnerabilities, particularly in institutions of 

higher learning that have disjointed technology 

infrastructure and depend heavily on external service 

providers [21], [22], [23]. 

Moreover, a literature review suggests that the 

accelerated digital transformation, in particular after the 

COVID-19 pandemic, has increased the attack surface 

and the number of denial-of-service attacks, 

videoconferencing attacks, and cloud and LMS attacks 

[13], [24], [25]. 

Other researchers have found that there is a large gap 

between the security policies and their real application in 

educational institutions that contributes to the existing 

threat despite the possibilities of the use of technological 

means [26], [27], [28]. Other reports point out that the 

shortage of professional staff and the inability to afford 

complex security systems like artificial intelligence or 

multi-layered systems are one of the greatest barriers to 

implementing advanced security measures [29], [30], 

[31], which are not yet on the list. 

IV. Results of the Systematic Literature Review 

The temporal distribution in Table 2 indicates the 

growing attention to the topic of cybersecurity in 

education. The latest figures (including the phishing 

paper of 2023), obtained after adding it, show that 92.5% 

of papers (37 of 45) were written within the past four 

years, which can be taken as the testimony of the 

exceptional urgency of the topic. There are 24.5% of 

publications in 2024, and 22.2% of publications in 2025, 

meaning that the topic is still actively researched. The 

number of 2023 publications increased to 12 articles 

(26.7%), which have been added, and the research has 

reacted quite fast to the current challenges. The 

comparatively low publication level in 2020 (4.4%) 

indicates how the discipline shifted its status from an 

emerging issue into a pressing problem in a short period 

of time. 

Table 1. Temporal Distribution of Reviewed Studies 

(2020–2025). 

 

A.     Predominant Cybersecurity Threats in Higher 

Education 

The aforementioned 45 works cited in the previous 

studies in the area of cybersecurity in education. Table 2 

shows that there is a complex threat environment that is 

aimed at the education sector. The most mentioned threat 

is phishing attacks (72.5%), which proves that the human 

factor is still the weakest point in the security chain. It is 

highly related to social engineering (57.5%), which 

means that most successful attacks are initiated by taking 

advantage of the gaps in user psychology and security 

awareness, but not only by the intricate technical 

vulnerabilities. In its turn, the data has demonstrated the 

prevalence of two critical technical threats, namely 

DDoS attacks (62.5%) and ransomware (60.0%). The 

latter represents the immediate danger to the survival of 

the digital learning processes as remote learning 

becomes prominent. The latter is the most damaging 

threat in terms of payment and interference with the work. 

The high rate of insider threats (47.5) reflects the 

complicated security situation in the educational 

institution, where the risk can be created either 

purposefully or negligently inside the campuses. Also, 

the rise of threats such as supply chain attacks (5.0%) and 

IoT attacks (5.0%), which are currently not very common, 

is an indication of a growing attack surface as institutions 

increase their digitalization and dependence on third-

party vendors and smart devices [32], [33], [34]. 

  

Published 
Year 

Frequency Percentage 

2025 10 22.2% 

2024 11 24.5% 

2023 12 26.7% 

2022 5 11.1% 

2021 5 11.1% 

2020 2 4.4% 

Total 54  100.0% 
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Table 2. Cybersecurity Attacks Types as Identified in Higher Education Institutions 

 

 

 

 

 

 

 

 

 

The dominance of phishing attacks (75%) highlights the 

persistent vulnerability of human users in academic 

environments. This finding is consistent with ref [38], 

who emphasize that students remain highly susceptible 

to social engineering techniques, particularly in remote 

learning contexts. 

A. Key Challenges and Impacts of Cybersecurity 

Attacks 

The major impacts of cybersecurity attacks on higher 

education institutions are illustrated in Table 3. The data 

makes Financial Losses & Costs (77.5%) and Disruption 

of Educational Operations/Services (72.5%) the most 

crucial outcomes, and cyber incidents should be viewed 

as a direct trigger of devastating budget crises and the 

fundamental sabotage of the academic mission of an 

institution. This operational and financial shock triggers 

a series of devastating effects: a resultant Sensitive Data 

Breach/Leakage (67.5%) inevitably gives rise to a 

devastating Reputational Damage (65.0%), which, 

further, causes devastating Legal and Regulatory 

Consequences (37.5%). These three interrelated parts of 

the triad deplete the most precious capital of stakeholder 

trust (20.0%). The consequences directly and 

progressively spread to the human aspect, where Privacy 

Violation (35.0%) and Psychological and Social Impact 

(30.0%) emerge as the essential aspects to be considered,  

 

 

 

 

 

 

              

 

 

           

 

 

 

and the actual cost is paid by personal welfare and 

constitutional rights [34], [35]. Moreover, the 

Intellectual Property & Research Theft (22.5%) poses a 

serious strategic risk to research-intensive institutions, as 

they risk losing the source of their competitive advantage 

and even the nature of scholarly innovations [36], [37]. 

Table 3. Major Impacts of Cybersecurity Attacks 

Affecting Higher Education Institutions. 

NO Challenge Frequency % 

1 Financial Losses & Costs 31 77.5% 

2 
Disruption of Educational 

Operations/Services 
29 72.5% 

3 
Sensitive Data 

Breach/Leakage 
27 67.5% 

4 Reputational Damage 26 65.0% 

5 Privacy Violation 14 35.0% 

6 
Legal & Regulatory 

Consequences 
15 37.5% 

7 
Psychological & Social 

Impact 
12 30.0% 

8 
Intellectual Property & 

Research Theft 
9 22.5% 

9 Loss of Stakeholder Trust 8 20.0% 

10 
Resource/Infrastructure 

Misuse 
4 10.0% 

11 
Academic Record 

Fraud 
3 7.5% 

 

 

 

  

No Attack / Threat Freq % No Attack / Threat Freq % 
1 Phishing Attacks 30 75.0

% 
9 SQL Injection 7 17.5% 

2 Malware (General) 26 65.0
% 

10 Spoofing/Impersonation 7 17.5% 

3 DDoS/DoS Attacks 25 62.5
% 

11 Cross-Site Scripting (XSS) 5 12.5% 

4 Ransomware 24 60.0
% 

12 Cyberbullying / 
Harassment 

5 12.5% 

5 Social Engineering 23 57.5
% 

13 Vulnerability Exploitation 5 12.5% 

6 Insider Threats 19 47.5
% 

14 Zoombombing Attacks 3 7.5% 

7 Data Breaches/Theft 18 45.0
% 

15 IoT Attacks 2 5.0% 

8 Unauthorized 
Access 

12 30.0
% 

16 Supply Chain Attacks 2 5.0% 

https://journals.ust.edu/index.php/JST
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V. Discussion of Findings and Emerging Trends 

This systematic review reveals an interesting paradox in 

the existing situation in cybersecurity in higher education. 

On the one hand, there is strong evidence that threat 

detection methods are far better when applied using 

artificial intelligence. Conversely, the traditional 

defensive approach is still primarily used at 62.5%, in 

total opposition to an insignificant 15% of research 

concentrating on AI-based solutions. The reasons behind 

this imbalance lie in the substantive material and 

practical factors, such as the prohibitive nature of the 

contemporary technologies, a high lack of specialized 

staff, and valid fears related to the confidentiality of the 

academic information. 

The outlook of certain threats is also persistently 

dominant despite a substantial amount of research on the 

topic of security awareness, where phishing attacks come 

first with 75% and ransomware second with 60%. It 

means that there is a significant disconnect between 

theory and practice on the ground, and that it is therefore 

a pressing requirement to go beyond the conventional 

training paradigm to an integrated form that integrates 

practical simulation with continuous assessment [37], 

[38], [39]. 

The basic conflict arises between strict security demands 

and the main principles of the university ethos of 

openness and sharing of knowledge. These peculiarities 

of educational space, such as open networks, Bring Your 

Own Device (BYOD) culture, and high reliance on third-

party services, complicate the implementation of the 

traditional security models and precondition the growth 

of the scale of attacks significantly. It is within such a 

complicated context that the findings reveal that 

effective challenge has to be multi-faceted. Technical 

solutions are not independent but must be closely linked 

with sustainable, measurable awareness programs; well-

defined governance frameworks with set roles and 

responsibilities; and institutional liaisons to share 

intelligence on the unfolding threats [40], [41]. 

The structural problems also present a complex 

dimension because most of the institutions are grappling 

with the challenge of fragmented technical infrastructure, 

dependence on third parties to deliver certain services, 

and the long-term unavailability of financial resources 

that are directed towards dealing with the crisis instead 

of being proactive in its prevention [42]. Combining 

these factors, it is possible to state that the development 

of the educational environment is not the technical task 

but the whole strategic change. It entails a narrow line 

balance between the protection of the digital assets and 

the maintenance of the important academic values and 

the creation of agile frameworks that have in place the 

ability to respond to the needs of the specifics of higher 

education and resource constraints [43], [44], [45]. 

VI. Conclusions and Future Research Directions 

This review contributes to the literature by providing an 

updated synthesis of cybersecurity threats in higher 

education and highlighting the persistent gap between 

advanced detection technologies and their real-world 

adoption. It demonstrated that in universities, 

cybersecurity is now more complicated than solely a 

technical issue; it is strongly influenced by factors such 

as human behavior and the inherently open and 

distributed structure of higher education systems. 

The impacts of the cybersecurity threats in higher 

education are shown to be substantial and 

multidimensional, with financial losses, disruption of 

educational operations, data breaches, and reputational 

damage posing serious risks to institutional stability and 

trust. 

The findings offer practical guidance for university 

administrators and policymakers seeking to design 

resilient cybersecurity frameworks. Where a three-

dimensional security approach is required: first, to 

implement intelligent systems that enable academic 

freedom and at the same time to ensure safety; second, to 

create awareness programs that follow realistic scenarios 

and assessments to establish safe behavior habits; third, 

to enhance institutional leadership and cooperation to 

establish sustainable and progressive defenses.  The 

future of cybersecurity in higher education relies on the 

capacity of the institutions to bring a cultural shift 

towards security being a social good and resilience being 

the necessary element of their digital identity.  
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