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Abstract— This study addresses the significant risks faced by
students at the University of Science and Technology (UST) — Aden
Branch, stemming from the technological lag in Yemen and the
sudden shift toward reliance on technology and the internet without
adequate awareness infrastructure to mitigate associated risks. The
study's results revealed that, despite the students' intensive use of
the internet for academic and social purposes, they exhibit a
noticeable lack of awareness regarding cybersecurity threats.
Phishing attacks, malware, and password-related threats were found
to be the most prevalent, largely due to limited knowledge of basic
protection mechanisms. The primary aim of this research is to
assess students' awareness levels concerning cybersecurity threats
and attacks. To achieve this, a quantitative approach was employed,
using specially designed questionnaires for data collection. The
study involved a sample of 148 students, examining their awareness
of cybersecurity threats and their digital behavior.

Keywords— Cyberattacks, Phishing, Electronic Fraud,
Password Cracking, Malware, Smishing, Vishing, Ransomware,
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I. INTRODUCTION

Yemen has experienced a delay in keeping up with
technological advancements. For example, 4G technology
was launched globally in 2009, whereas it was introduced in
Yemen in 2018. Additionally, the satellite internet service
"Starlink" recently entered Yemen, sparking widespread
debate about its benefits and risks.
This delay, along with the sudden technological
advancements in Yemen, has led to weak awareness
regarding the proper use of this technology. Consequently,
this growth has recently resulted in an increase in the number
of users. In 2023, the number of internet users in Yemen
reached 9.10 million, accounting for 26.7% of the total
population, in addition to 19.63 million active mobile
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network subscriptions and 3.05 million active social media
users [1].

Accordingly, technology has become an essential part of our
daily lives. As dependence on the internet increases across
various fields, cyberattacks have also escalated. It is crucial
for individuals to be aware of these threats and learn how to
protect themselves from digital risks. In this context, raising
awareness of cyberattacks among students is particularly
important, as this group uses technology daily in various
academic and research activities.

Therefore, it is essential to enhance awareness of digital
threats and provide the necessary training to protect personal
information and data from potential risks.

In other words, a lack of awareness of cyberattacks exposes
individuals to numerous risks that could negatively impact
their personal and professional lives, potentially leading to
financial losses, privacy breaches, and even threats and
blackmail.

A. Research Problem

Despite the intensive use of technology in their daily
lives, students at the University of Science and Technology
still suffer from a clear lack of awareness of cyberattacks,
exposing them to risks that may negatively affect their
academic and personal lives.
Although some awareness programs exist at the University of
Science and Technology, they have been limited in scope and
have not been generalized to all students, as they were
confined to certain classrooms only.
The results of a survey distributed to 1,024 people in Aden
showed that the percentage of those who do not know the
concept of cybersecurity is 12.01%, while 62.21% have only
basic knowledge [2]. This highlights the urgent need to study
the weaknesses in students' awareness of cyberattacks and
identify the most widespread attacks among them.
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University students are the largest group using the internet,
and they should be more aware of the risks of cybersecurity
and the attacks they face online. Awareness of cybersecurity
pitfalls and attacks should begin in the early stages of
university education [3]. University students need to secure
their academic and personal data to avoid risks and mitigate
the potential consequences of cyberattacks, or at least
mitigate the effects of these risks [4]. University students'
lack of awareness of the threats and risks they may face while
using the internet can lead to successful attacks. Students
must cultivate a culture of cybersecurity awareness before
engaging in any activity.

B. Research Question

RQI1. How does the level of awareness of cyberattacks
differ between male and female students at the university?
RQ2. What are the most prevalent cyberattacks among
students at the University of Science and Technology?

C. Research Objectives

The last user of the Internet is considered a weak link.[5].
Therefore, if students are not sufficiently aware of
cybersecurity threats, they cannot be avoided, reported, or
prevented. This research aims to evaluate the level of
awareness among male and female students at the University
of Science and Technology university by identifying the most
prevalent cyberattacks among them, from the most to the least
common. It also seeks to examine their cybersecurity
awareness weaknesses and identify the underlying causes.

D. Research Significance

This research contributes to identifying the areas where
students are most vulnerable to cyberattacks, helping to direct
awareness efforts toward the most critical aspects. It also aids
in developing future awareness programs within the
university based on the study’s findings regarding the
prevalence of attacks among students. Additionally, the
research enables university administration to understand the
topics students need to learn about to enhance their awareness
of cyber threats. Moreover, it provides valuable data on the
differences in awareness between male and female students.

E. Research Limitations

a. Temporal Limitations: The research covers the
period from January 2, 2025, to April 5, 2025, which
is the designated timeframe for data collection and
analysis.

b. Geographical Limitations: The study focuses on
students of the University of Science and
Technology.

¢. Methodological Limitations: The research relies on
qualitative analysis.

d. Sample Limitations: The sample consists of 148
students.

e. Ethical Limitations: The study adheres to ethical
principles of scientific research, ensuring that
participants were informed about the nature of the
study and that their data remained confidential, with
no disclosure of personal information.

f.  Subject Matter Limitations: The research does not
cover all types of cyberattacks but focuses on several
well-known categories that individuals may
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F. Definition of Terms

a

encounter, including password threats, online fraud,
and malware.

Cyber security: “is how individuals and
organizations reduce the risk of cyber-attack, the
main function is to protect devices we use and
services we access from theft and damage, and
preventing unauthorized access to the vast amount
of personal information we store and online.” [6]
Cyberattack: “A cyberattack is any intentional
effort to steal, expose, alter, disable, or destroy data,
applications, or other assets through unauthorized
access to a network, computer system or digital
device.” [7]

Electronic Fraud: “involves using online services
and software with access to the internet to defraud
or take advantage of victims.” [§]

Password Cracking: “Password cracking (also
called password hacking) is an attack vector that
involves hackers attempting to crack or determine a
password for unauthorized authentication.” [9]
Malware: “Malware, short for malicious software,
encompasses any intrusive software developed by
individuals to steal data, damage, or destroy
computers and computer systems.” [10]

Phishing: “Phishing is a type of cyberattack that
uses fraudulent emails, text messages, phone calls,
or websites to trick people into sharing sensitive
data, downloading malware, or otherwise exposing
themselves to cybercrime.” [11]

Smishing: "is a phishing cybersecurity attack
carried out over mobile text messaging, also known
as SMS phishing." [12]

Vishing: "is a type of phishing attack that tricks
people into sharing sensitive information through
telephone calls." [13]

Website Phishing: "Fake websites are set up to trick
victims into divulging personal and financial
information, such as passwords, account IDs or
credit card details." [14]

Malvertising: "is a technique that cybercriminals
use to inject malware into users' computers when
they visit malicious websites or click on an ad
online. Malvertising may also direct users to a
corrupted website where their data can be stolen or
malware can be downloaded onto their computer."
[15]

QR code phishing (quishing): "is a type of social
engineering attack. Cybercriminals try to trick
victims into using the camera on their mobile phone
to scan a QR code that goes to a malicious website
to steal sensitive information, such as login
credentials or financial data." [16]

Viruses: "is a program that spreads by infecting files
and making copies of itself. Some viruses are
harmless, others may damage data files, and some
may destroy files. Viruses used to be spread when
people shared floppy disks and other portable media;
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now viruses are primarily spread through email
messages." [17]

m. Ransomware: "is a type malware that holds a
victim’s sensitive data or device hostage,
threatening to keep it locked—or worse—unless the
victim pays a ransom to the attacker." [18]

n. Adware: "is a type of malware that displays
unwanted advertisements on your computer or
device." [19]

o. Trojan: "is a type of malware typically presented to
its victim as legitimate software." [20]

p. Spyware: "is a type of malicious software
(malware) that is installed on a computing device
without the user's knowledge." [21]

q- Weak Password: " Those that are easy to guess,
either for a human or a computer." [22]

r.  Brute Force Attack: A brute-force attack consists
of an attacker submitting many passwords or
passphrases with the hope of eventually guessing
correctly. [23]

s. Default configurations are "the settings that come
pre-installed on hardware, software, and systems
straight out of the box." [24]

t. Password reuse is "a person's tendency to use the
same password across different online services."
[25]

u. Insecure Passwords Storage: "Storing passwords
in plain text, such as in a document or database, is
one of the most insecure methods." [26]

II. LITERATURE REVIEW

Many previous studies have addressed the level of

cybersecurity awareness among university students, focusing
on the impact of demographic and educational factors.
In study [27], the primary objective was to analyze the level
of information security awareness among faculty members,
researchers, undergraduate students, and staff in educational
environments in the Middle East to understand their
awareness of information security risks and their overall
impact on institutions. The findings revealed that participants
lacked sufficient knowledge and understanding of
information security principles and their practical
significance in daily life. However, this issue could be
addressed through comprehensive awareness and training
programs, in addition to adopting all necessary security
measures at all institutional levels to ensure that students,
faculty members, and staff possess sufficient technological
awareness to protect their data.

In study [28], the level of cybersecurity awareness
among students at Yobe University in Nigeria was assessed
through a questionnaire involving 201 students from the
computer science department. The results indicated that
students had a generally good awareness level but lacked
knowledge about personal data protection, making them more
vulnerable to cyberattacks. The study also highlighted the
absence of formal awareness programs within the university,
which could explain this deficiency in security knowledge.

Similarly, a study conducted in Saudi Arabia [29]
found that the level of cybersecurity awareness among
university students was moderate, with no significant gender
differences. However, female students showed greater
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interest in the topic compared to their male counterparts. The
study also found that students specializing in computer
science and information technology had higher awareness
levels than those in other disciplines. Additionally, the results
indicated that students in wurban areas were more
knowledgeable about cyber risks than those in rural areas,
reflecting the role of geographical environment in shaping
cybersecurity awareness.

In a recent study [30], cybersecurity awareness
among university students in northeastern Nigeria was
analyzed,

focusing on topics such as cyberbullying, self-
protection, and online banking transactions. The study found
that students had good knowledge of secure online banking
transactions, while their awareness of cyberbullying risks and
internet addiction was moderate. Furthermore, the study
showed that 77.1% of the participants were male, which may
indicate differences in awareness levels and engagement
between genders.

In study [31], students’ awareness of cybersecurity

threats was assessed, along with their problem-solving skills
and ability to interact with complex systems using a
questionnaire-based approach. The survey included 352
students and covered subtopics such as general knowledge of
malware, password usage, and social media. The study aimed
to identify key gaps in current cybersecurity knowledge to
improve awareness, training, and education programs. The
results revealed that students’ cybersecurity knowledge was
somewhat advanced, but their ability to apply this knowledge
in real-life situations was weak.
This review highlights the development of research on
students’ cybersecurity awareness in recent years. Study [27],
conducted in 2016, emphasized the lack of knowledge about
information security principles among students, faculty, and
staff in educational environments in the Middle East,
proposing training programs to address this gap. Study [28],
conducted in 2020, focused on the absence of awareness
programs at Yobe University in Nigeria and indicated that
students lacked knowledge of personal data protection. In
contrast, study [29], in 2021, revealed variations in
cybersecurity awareness levels across disciplines and
geographical regions in Saudi Arabia, noting a greater interest
in the topic among female students. Study [30], in 2022,
stressed the need for more comprehensive awareness
programs, particularly concerning the risks of cyberbullying
and internet addiction. Finally, study [31], conducted in 2024,
confirmed that cybersecurity awareness among students in
Jordan was somewhat advanced but weak in practical
application, highlighting the need for improvements in
training and education programs in this field.

III. METHODOLOGY

In this study, we adopted a quantitative approach to
design the questionnaire for collecting and analyzing data
related to the awareness of students at the University of
Science and Technology — regarding cyberattacks. The
objective of employing the quantitative method is to measure
the level of awareness of cyber threats in an objective and
measurable manner, allowing for statistically analyzable
results and deriving differences among the targeted groups.
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A. Data Collection Methods

The primary data source for this study is the
questionnaire, which was designed to cover various types of
cyberattacks targeting students at the University of Science
and Technology. A total of 148 responses were collected
using two types of questionnaires:

a. Anelectronic questionnaire via Google Forms, which
was distributed to students through email or social
media platforms.

b. A paper-based questionnaire distributed on campus
to ensure that all students, including those who may
not have continuous internet access, could
participate.

B. Questionnaire Design

The questionnaire was designed in a way that does
not require participants to provide any sensitive information,
such as names, ensuring their privacy and enhancing the
credibility of their responses. Participants were also clearly
informed about the research's objectives and significance,
giving the questionnaire a formal character that reinforces the
accuracy of the collected data.

The questionnaire consists of 18 questions divided into four
main sections:

a. Demographic data (3 questions)

b. Electronic fraud (5 questions)

c. Malware (5 questions)

d. Passwords (5 questions)
The threats were explained through a hypothetical scenario in
a simple and clear manner, facilitating participants'
understanding of the questions. The estimated time required
to complete the questionnaire ranges from 5 to 10 minutes.
After collecting the responses, the data was analyzed using
Excel software, where descriptive statistical analysis was
applied to determine students' exposure to cyberattacks and
their awareness of them.

C. Data analysis:

After data collection, statistical tools available in
Excel will be used to conduct quantitative analysis. This
includes:

a. Frequency analysis to identify demographic
distribution by gender and age, as well as to
calculate operating system usage and the occurrence
of each threat.

b. Relative comparison to determine differences
between genders.

c. Arithmetic Mean to measure the intensity of
exposure to attacks.

Through this approach, we will obtain accurate and
comparable results. These findings will help identify areas
that require improvement in cybersecurity awareness
programs at the university.

IV. RESULTS AND DISCUSSION

The data extracted from the questionnaire was
analyzed using Excel to assess the awareness of University of
Science and Technology students regarding cyberattacks. The
questionnaire was designed to cover four main sections:
demographic data, online fraud, malware, and password
threats. A total of 148 students participated in the survey,
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providing a suitable sample to derive statistically significant
conclusions about students' awareness of cybersecurity
threats.

A. Demographic Data

Table 1: Participants by Gender

Gender Frequency Percentage
Male 88 59.5%
Female 60 40.5%
Table 2: participants by age
Gender <18 18-25 26-35 36-45 >45
Male 2 80 0 0 0
Female 5 58 0 3 0

Table 3: Participants by Operating System

Gender Total Android i0S Windows MacOS  Linux
Male 88 54 21 31 1 7
Female 60 35 25 21 1 1

The results showed that 59.5% of the participants were male,
while females constituted 40.5%. The demographic data also
indicated that the vast majority of participants were aged 18
to 25 years, representing 80.41% of the total, which reflects
that most of the sample consists of the target age group for
university education.

Regarding the operating systems used, Android was the most
commonly used among participants, with 89 students (54
males and 35 females) using it, followed by Windows, used
by 52 students. On the other hand, the usage rates of MacOS
and Linux were very low among students, indicating their
limited use in academic environments.

B. Phishing Attacks

Table 4: Phishing Attacks

Attack Type Male Female
Total 88 60
Attack victims Yes Yes
Smishing 47 44
Vishing 39 18
Web Phishing 33 26
Malvertising 65 35

QR Code 31 26

The analysis results indicate that malvertising was the most
common fraudulent attack among participants, affecting 100
individuals, making it the most widespread threat. This was
followed by smishing (phishing via text messages) with 91
victims and web phishing, which affected 59 individuals.
Meanwhile, vishing (voice phishing) and QR code phishing
each impacted 57 individuals.

When comparing the targeting of males and females, the data
showed that females were more vulnerable to smishing
(73.3%), web phishing (43.3%), and QR code phishing

https://journals.ust.edu/index.php/JST


https://journals.ust.edu/index.php/JST

(43.3%) compared to males. On the other hand, males were
more exposed to vishing (44.3%) and malvertising (73.9%).
Additionally, the findings revealed that the average number
of phishing attacks per individual was 2.46, with a slight
difference between males (2.44) and females (2.48). This
suggests that both genders are nearly equally targeted in cyber
fraud operations, although certain attacks appear to be more
concentrated on specific demographics.

C. Malicious Software

Table 5: Table Type Styles

Attack Type Male Female
Total 88 60
Attack victims Yes Yes
Virus 64 31
Ransomware 5 5
Adware 59 40
Trojans 50 27
Spyware 61 36

The analysis results showed that the most common type of
malicious software attacks among participants was adware,
with 99 reported cases, followed by spyware with 97 cases,
and then viruses with 95 cases. Trojans were reported in 77
cases, while ransomware was the least common attack, with
only 10 cases recorded.

When comparing the impact of these attacks between males
and females, the data indicated that males were more affected
by most threats, with higher exposure to viruses (72.7%),
Trojans (56.8%), and spyware (69.3%) compared to females.
The prevalence of adware was quite similar between genders,
with 67.0% of males and 66.7% of females being affected. As
for ransomware, females had a slightly higher incidence
(8.3% compared to 5.7% in males).

In terms of the average number of attacks per individual,
males experienced an average of 2.7 attacks, while females
were affected by an average of 2.3 attacks, making the overall
average for all participants 2.6 attacks per person. This
indicates that malicious software attacks are widespread, with
varying patterns of targeting between males and females,
where males appear more susceptible to more complex
attacks such as viruses and Trojans, while the levels of
exposure to adware attacks were more evenly distributed
between genders.

Mohammed Fadhl Abdullah  Nasr Alsakkaf
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D. Password Threats

Table 6: Password Threats

Threat Type Male Female
Total 88 60
Those who were threatened Yes Yes
Weak Passwords 53 40
Brute Force Attacks 40 24
Default Passwords 48 20
Password Reuse 67 41
Saving Passwords Unsafely 58 32

The analysis results revealed that password reuse was the
most common threat among participants, with 108 recorded
cases, highlighting a widespread behavior that increases the
risk of security breaches. This was followed by weak
passwords with 93 cases, then saving passwords unsafely
with 90 cases. Default passwords were reported in 68 cases,
while brute force attacks were the least common, with 64
cases recorded.

By analyzing gender differences, the data showed that
females were more vulnerable to weak passwords (66.7%)
compared to males (60.2%). However, males were more
exposed to most other threats, especially default passwords
(54.5% for males vs. 33.3% for females), marking the largest
gender gap (+21.2%) among all recorded differences.
Additionally, males reported higher rates of brute force
attacks (45.5%), password reuse (76.1%), and saving
passwords unsafely (65.9%).

Regarding the average number of threats per individual,
males experienced an average of 3.1 threats, while females
faced an average of 2.7 threats, leading to an overall average
of 2.9 threats per participant. These findings indicate that all
participants face repeated security risks related to password
management, with variations in threat patterns between
genders. Females struggle more with weak passwords,
whereas males encounter greater risks from password reuse
and unsafe storage practices.

E. Overall Summary
a. Ranking of Cyber Threats from Most to Least
Common

Table 7: Table Type Styles

Threat Cases Category Male Female Dic;:el;'(eiefll;e
1 Password Reuse 108 Threats 76.1% 68.3%
2 Malvertising 100 Phishing 73.9% 58.3%
3 Adware 99 Malware 67.0% 66.7%
4 Spyware 97 Malware 69.3% 60.0%
5 Viruses 95 Malware 72.7% 51.7%
6 Weak Passwords 93 Threats 60.2% 66.7%
7 Smishing 91 Phishing 53.4% 73.3%
8 Unsafe Pass 90 Threats 65.9% 53.3%
Storage
9 Trojans 77 Malware 56.8% 45.0%
Journal of Science
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10 Default 68 Threats 54.5% 33.3%

Passwords
1 Brawe Force 64 Threats 45.5% 40.0%
12 Web Phishing 59 Phishing 37.5% 43.3%
13 Vishing 57 Phishing 44.3% 30.0%
14 QR Code 57 Phishing 35.2% 43.3%
Phishing ’ )

15 Ransomware 10 Malware 5.7% 8.3%

A. Predominant Threat Patterns

Password management issues top the list of cyber threats,
with "password reuse" being the most widespread (108
cases), followed by "unsafe password storage" (90 cases) and
"weak passwords" (93 cases). These findings reflect a
systemic weakness in digital practices, making individuals
more vulnerable to breaches. In the malware category,
"malvertising" (100 cases) and "viruses" (95 cases) emerge as
the most prominent threats, indicating a lack of technical
protection tools and secure browsing awareness. Meanwhile,
phishing attacks vary between SMS phishing (91 cases) and
web phishing (59 cases), with a clear gender-based disparity
in targeting.

B.  Gender Differences in Exposure to Threats

Males are more exposed to "technical threats" such as viruses
(+21.0%), spyware (+9.3%), and default passwords
(+21.2%). This can be attributed to behaviors like
downloading software from untrusted sources or neglecting
system updates. Females are more vulnerable to "direct
communication threats" such as SMS phishing (-19.9%) and
QR code phishing (-8.1%), possibly due to higher trust in text
messages or social media interactions. Exposure to adware is
nearly identical between genders (67.0% for males vs. 66.7%
for females), indicating that this threat is widespread and not
gender-specific.

C. Cyberattack frequency per person
a. Phishing
e Average Exposure: 2.44 attacks per individual
(males) | 2.48 attacks per individual (females)
e Gender Gap: -0.04 in favor of females (minimal
difference)
e Key Threats: Malvertising (100 cases), SMS
Phishing, Smishing (91 cases)
b. Malware
e Average Exposure: 2.7 attacks per individual
(males) | 2.3 attacks per individual (females)
o Key Threats: Adware (99 cases), Viruses (95
cases)
c. Password Security Threats
e Average Exposure: 3.1 attacks per individual
(males) | 2.7 attacks per individual (females)
o Key Threats: Password Reuse (108 cases), Unsafe
Password Storage (90 cases)
d. Total Exposure to Cyber Threats
e Overall Average Per Individual: 7.9 attacks.
Males:
e 8.2 attacks per individual, Females: 7.5 attacks
per individual
e Total Recorded Attacks: 1,165 attacks
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D. Less Prevalent Threats
Ransomware recorded the lowest occurrence, with only 10
cases. This may indicate its relative rarity or the increased
difficulty of execution compared to other threats. However,
its potential severity, particularly in compromising sensitive
data, cannot be overlooked.

E.  Recommendations:

Based on the results of the study, which showed a weakness
in cybersecurity awareness among students at the University
of Science and Technology due to the lack of awareness
activities and the students' lack of knowledge on how to
protect their personal data, the study recommends the
following:

a. The university administration is recommended to
organize no less than two awareness lectures
annually, at the beginning of each academic
semester, targeting students of all specializations,
with the aim of raising the level of awareness
regarding personal information security and
methods of protection from cyber threats.

b. It is suggested to distribute guidance booklets to
students at the beginning of each academic year
containing simplified tips and instructions for data
protection and dealing with electronic threats.

c. Itisrecommended to periodically publish awareness
content on the most common cyber threats among
students on the university's official social media
accounts, including articles, infographics, and short
videos.

d. The student should verify the sources of email
messages before opening or interacting with them;
to verify the source of emails, it is advised to use the
site mxtoolbox.com.

e. Itis preferred that the student verify unknown phone
numbers using websites such as WhoCallsMe.com
or Truecaller.com, in order to check numbers that
have been previously reported.

f.  The student should avoid interacting with unknown
links without scanning them; it is recommended to
use VirusTotal.com.

g. The student should use security software such as
Kaspersky and ensure it is updated automatically in
order to provide continuous protection from
malicious software and harmful advertisements.

h. The student should download applications only from
official websites or stores of the developing
companies, for example, Microsoft Store, Google
Play, App Store and avoid using unknown download
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sites or pirated versions in order to reduce the risk of
installing malicious or spyware programs.

i. The student should follow safe steps before
installing any application, including reviewing user
reviews to avoid installing adware programs,
reading the terms of use carefully before granting
any permissions, and restricting the permissions
granted to applications to match their actual
functions.

j.  The student is advised not to reuse the same
password for more than one account and to rely on
password management tools such as Bitwarden and
LastPass.

k. It is important that students commit to using strong
and unique passwords.

l. It is preferred that the student change default
passwords.

m. The student should not interact with suspicious
messages or calls from unknown sources and report
them when necessary.

V. CONCLUSION:

This study examined cyberattack awareness among UST
students, highlighting the impact of Yemen’s delayed
technological advancements on cybersecurity knowledge.
Findings indicate a lack of awareness regarding cyber threats
and safe online practices, emphasizing the need for targeted
educational initiatives. Our research contributes to
cybersecurity awareness but is limited in scope, warranting
further studies on effective training programs. To enhance
students' digital safety, universities should promote
awareness campaigns and prioritize workshops, seminars,
and training sessions on cybersecurity. Strengthening cyber
awareness is crucial in equipping students to navigate the
digital world securely.
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