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Abstract— Although the Internet of Things (10T) developers view
human users as the weakest cybersecurity link and potentially a
deciding factor in 10T security, 10T devices are exposed to a
variety of security flaws and vulnerabilities, which most social
engineers take advantage of to launch several data-collection
attacks. For various purposes, this study looked at improving
data security on MySQL databases and web pages by using TSL
encryption protocols and the two algorithms (RSA & AES) that
correlate with the Internet of Things environment and enable
user authentication. The implementation was done on the
proposed models and encryption methods used. This study aimed
to protect the information that is shared on the Internet and
connect loT devicesin asecure environment. The results revealed
that the proposed study increased the level of protection with the
help of complex conditions specified when registering the user
and protecting it against attacks. As a result, one of the most
important events that came true is the existence of cybersecurity.
It is expected that this research will enhance the understanding
of the 10T environment and exploit social engineering attacks to
impose security on the 10T environment and preserve the rights
of human users.

Keywords— Internet of Things (loT), Social Engineering,
Encryption, Human Weakness

l. INTRODUCTION

In the modern world, the internet of things technology is a
very helpful technology that will continue to be widely
adopted. However, as private networks of 10T devices are
exposed to electronic attacks by social engineers, this research
looked at some of the issues loT devices face and developed
solutions. Moreover, it offered a proposal for this problem by
using encryption algorithms that protect dataand information,
as well as some studies related to this field in the world of
cybersecurity and clarification of the results of this research
after conducting various experimentsto find ways to raise the
level of protectionand security.

Il. RELATED WORK

[1] studied that the Internet of Things is developing rapidly
due to new technologies. Still, on the other hand, there will be
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many problems related to privacy and failure to preserve the
collected data. Areviewofsome protocolsusedin loTwas also
presented. It focused on problems and weaknesses related to
confidentiality, discussed some major security issuesand some
proposed solutions to improve the security protocol. They
explained that the MQTT protocol was vulnerable to DDS
attacks. They also made it clear that it is susceptible to changes
related to the environment, used AppKey for exchanging keys,
establishing a secure connection, and exchanging keys when
the counter exceeds a high value.

Recent technological developments and Internet of things
devices are rapid [11]. The era now is the era of the Internet of
things and interconnected intelligent devices. The exchange of
data over the network without the need for humans brings
convenience to the user and opens a vast world of intruders,
such as social engineers. The study showed an overview of
some old theoretical models, also what is new in the science of
digital medical analysis and data extraction in a way that
preserves privacy. Moreover, it made it clear that attackers do
not target IoT devices directly. It showed some fundamental
challenges and trends in forensic 10T and a look at issues of
weakness within the Internet of things systems. It also
discussed the significant lack of security in the world of
cybersecurity because the expansion of the Internet of Things
environment increases its development and accordingly
increases security challenges and risks.

The uses of 10T devices are extensive [7], so sharing data
posesanunlimitednumber of risks and privacyviolations. With
the growth of wireless technologies, the development and use
of 10T devices have increased, and loT devices use embedded
sensor technology to collect personal data and information.
That, in turn, poses tremendous privacy challenges.
Furthermore, the research presented a specification for security
gaps and an attemptto mitigate them by an intelligent software
vendor. As it identifies the weaknesses in its database and
provides them with a solution that mitigates their risks, using
the (CVE) method to enumerate and identify widespread
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security vulnerabilities and then conduct a thorough analysis of
them. The results showed that identifying security
vulnerabilities for Internet of Things programs mitigated their
attacks and were able to identify existing vulnerabilities
accurately.

[10] studied the Internet of things technology depends on
devices. Hence, the data collected and stored on these devices,
such as name, location, and others, help in the activity of
electronic attack. They offered a method to calculate the weight
and determine the risks of each threat based on the users and,
asaresult, contribute to the creation of services and security in
loT systems. They used the AHPalgorithmto detect threatsand
made decisions with multiple criteria such as price, colour,
weight, or even psychological state, whether sadness or
happiness. They said it could be converted into numbers as a
relationship numeric (a method of measuring intangible factors
through comparisons using judgments that give relative
dominance to these factors). These concepts are essential to
AHP. As mentioned earlier, this study applied the AHP
approachto proposeaspecializedsecurity classificationagainst
IoT threats.

The study by [14] touched on the importance of data privacy,
and that data security is essential. All technology companies
prefer their data to everything. No matter how advanced
companiesand othersare in data security, every sector still has
a security gap. This gap is called the human being, and the art
of collecting sensitive information that called social
engineering and its strong impact. The study also showed that
some private information is sold on the dark web. That is very
dangerous because of the lack of knowledge and awareness,
social engineering is growing day by day, and the results came
that it is impossible to stop social engineering attacks because
it is related to human weakness. It depends on their education
and knowledge of its harmful effects.

[15] proposed a conceptual model explaining how social
engineering attacks work. Three basic entities have been
identified: the mechanism of influence, human weakness, and
the method of attack, after looking for 16 scenarios that have
been presented, most of these were effective and have been
theoretically validated in the field of social engineering, but
they have not been verified experimentally, and the studies
related to social engineering are still relatively few, and
therefore will need more experimental research shortly. The
results showed that many of the scenarios presented were
effective. Still, some theoretical elements in social engineering
that have not been investigated experimentally have also been
shown to be affected by different environments. Experimental
studies related to social engineering are still few, and some
were not included in the survey so that they could be examined
furtherin the future.
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Learn about human activity in intelligent homes [2] clarified
that technologies related to human activity in smart homes are
advancing daily; they also introduced modern algorithms,
procedures, challenges, and field classification in the intelligent
home to recognize human activity through sensors in the
Internet of Things. The algorithms here related to identifying
human activity in smarthomesare machine learningtechniques
and the development of hardware systems loT with improved
accuracy. Intelligent homes now contain devices that can be
controlled remotely by connecting devices and sensors through
communication protocols; the researchers have introduced
Human Activity Recognition (HAR) technology. It consists of
observingaperson's behaviour andthenanalyzingitto infer the
activity and dividing it into two categories—the activity
recognitionapproach, which reliesonvision (seeing camerasto
track human behaviour) or algorithms. The study's results
stated that human activity in intelligenthomes is complex and
changes from one inhabitant to another due to different
lifestyles, habits, or abilities. This field still faces many
technical challenges. Brilliant home builders need to provide a
set of HARs to determine the required limitof sensors because
sensorsare more acceptable to users than cameras.

I111. ERP ADoOPTION MOTIVATIONS AND BENEFITS

With the presence and availability of electronic devices and
the daily operations achieved on the Internet [6], users become
more vulnerable to varioustypes of electronic attacks, especially
social engineering attacks that target the user and the computer
instead of exploiting loopholes [5]. It is known that oT devices
are more vulnerable to electronic attacks, and one of their most
prominent security risks is exposure to social engineering
attacks that are on humans rather than the devices. In the field
of cybersecurity [3], itis often assumed thatthe human user is
the weakest link, and the need to develop protection in the wide
area of attack has become more essential. We must know that
human sensors can detect attacks across the platforms that have
been developed. Taking advantage of the human sensing ability
enables users to contribute directly to the discovery of social
engineering attacks, which, in turn, will advance awareness.
This research attempted to describe data security and protection
from social engineering attacks within the loT environment
based on proposed models. It used some encryption algorithms
to protect data from attacks. It developed their use to deal with
socialengineering attacks in the 10T environment based on the
proposed application encryption algorithms and information
protection strategies of loT devices.
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IV. METHODOLOGY

A particular methodology was used to enhance cybersecurity.
It discussed enhancing protection for users by keeping their
information entered on the sites confidential when registering. It
showed how the use of social engineering algorithms has a
significant impact in improving protection in the Internet of
Things environment from phishing and fraud attacks, setting
conditions for passwords where they help to increase the safety
and security and store the data entered on the database, as the
essential part of it was encrypting the security answers, date of
birth and password, even the authorized reader, cannot read the
information on the database because always encrypted. The
main reason was that social engineering exploits human
weaknesses, so humans are the best to confront social
engineering risks. The encryption algorithms AES and RSA
have been proposed based on their association with the IoT
environment and social engineering, SQL injection attack has
been repelled and protected the session phishing, and a new
proposal has been developed to protect data when the social
engineer tries to infiltrate the user account, whereby persistent
cracks sentto the user email with an attempt to enter the version
then shows the two-step authentication page. That protects data
and information from social engineering attacks, which are now
widely used worldwide.

V. DiIsscusION AND RESULTS

Discussion: With the rapid development and availability for
using electronic devices, users here are more vulnerable to
attacks, especially social engineering attacks and their fraud
methods. loT devicesaremore susceptibleto electronic attacks,
so it is necessary to protect servers and web pages connected to
the Internet of things devices and store information encrypted.
That is to prevent social engineers from reading the stored
information,and even userswho have authorized access cannot
read the data stored in the central database, in the field of
cybersecurity often imposes that the human user is the weakest
link. Hence, it was necessary to develop protection methods in
the attack area.

The study's main objective was to protect against social
engineering attacks within the loT environment based on
proposed methods, as shown in figure 1, and to simulate some
encryption algorithms to raise the level of security.

The results came here based on the objectives of the
research, the most prominent of which was simulating
algorithmsin an loT environment, where the AES algorithms
were chosen because of their encryption for security and data
protection on loT devices, and the RSA algorithm because of
their encryption based on servers on the Internet of Things
environment. The above algorithms were selected based on
some criteria, most notably:
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1. ltis connectedto the Internet of Things environment.
2. The speedofencryption is high.
3. Dataprotectionis very high, so itis difficult to damage.

Results: The analysis of the results came by relating them to
the main objectives of the message, starting with the protection
and security of data on the Internet of Things environment and
the algorithms used in the Internet of Things environment. The
proposed approach was simulated, so the algorithms were
selected based on some basic criteriaand their usesin the IoT
environment, most notably speed, lightness, high level of data
protection and ease of use against social engineering attacks. It
uses the AES algorithm in the database since not even an
authorized user can read all the information. Second, the RSA
algorithm has been associated with protecting web pages with
the support of one of the encryption protocols, protecting the
session. At the same time, the user is present and repelling
social engineering attacks that exploit human weaknesses. In
contrast, the user is present and working on loT devicesto link
them togetherin a single account. Therefore, | found that one
of the main reasons to ensure that data within the loT
environmentis protected from the threats of social engineersis
that any form of authentication must be established; However,
implementing security and protection inan loT environment is
not easy, as companies, government institutions and others are
aware of the importance of information security and thedamage
caused by social engineering attacks that exploit human
vulnerabilities.
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Figurel: Summary of the Proposed Method
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V1. CONCLUSION

Internetofthings technology is usefulbuthasmany risksthat
pose a danger to human users. On the other hand, it has
facilitated many things and opened wide avenues that can be
done in the world of cybersecurity.

This research considered social engineers’ important factors
inenforcingsecurity inthe Internet of Things environment. The
goal was to raise the level of protection by using encryption
algorithms with security protocols and to enhance
authentication using a verification code that increases the level
of protection in the lIoT environment and protects data traffic
while users are at the expense of linked devices and web pages
on the Internet exploited by social engineering attacks, the
research presented An upgrade in the knowledge of the Internet
of Things environment and associated studies, an increase in
the knowledge of social engineers and the use of encryption
algorithms that were based on some standards to protect data
from attacks and notify users of it.
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